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Abstract 

 

The digital economy of Pakistan is facing a major issue in aligning 

with General Data Protection Regulation requirements, and the 

gaps in compliance requirements and enforcement capabilities are 

critical in this case. Such issues as the lack of proper legislation to 

protect data, insufficient equipment, lack of regulatory control, and 

ignorance among companies about international data protection 

standards are amongst the main challenges. The lack of an extensive 

data protection system in line with the GDPR poses obstacles to 

business operations in Pakistan that want to transact with the 

European Union markets. Also, limited resources of regulatory 

agencies, inadequate enforcement mechanisms, and a lack of 

understanding of data privacy law only worsen such issues. Small 

and medium businesses are the ones that are more impacted by the 

difference between compliance capacities, as they are not in a 

position to comply with the GDPR requirements financially and 

technically. Although Pakistan is taking the right steps in data 

protection by passing the Personal Data Protection Bill, there is still 

a significant gap in the realisation of the law, the ability to 

implement it, and the compatibility with international standards, 

which is an essential issue for the competitiveness of the digital 

economy and the protection of citizen data in the country. 
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Introduction 

The consideration of data protection standards has become 

one of the foundations of the digital governance system, given that 

it governs how personal data is collected, processed, and secured in 

a world economy that is becoming more interconnected 

(Bentotahewa et al., 2022). The digital economy of Pakistan is 

rapidly expanding, as e-commerce, fintech, and other digital 

services sectors are growing, and they need effective data protection 

models (Shami et al., 2025). Nevertheless, there are still major 

issues related to harmonising the domestic laws with the 

international ones, including the General Data Protection 

Regulation (GDPR) of the European Union, which has become the 

universal standard of data protection (Ali & Ahmad Hussain, 2024). 

The disparity between the requirements and the enforcement 

level of compliance is one of the issues that is a dire concern to the 

digital economy of Pakistan. As the country has tried to come up 

with data protection laws, factors like the lack of institutional 

capacity, minimal technical infrastructure, and lack of legal 

frameworks are major problems that prevent its successful 

implementation (Jhokio et al., 2025). Such issues are further 

exacerbated by weak enforcement frameworks, the absence of 

regulatory expertise, and limited awareness of the population 

regarding data privacy rights (Nabeel & Iqbal, 2025). Lack of 

holistic laws on data protection poses a hindrance to cross-border 

data flows and digital trade, which may restrict the incorporation of 

Pakistan into the world digital economy (Sohrab et al., 2024). 

Deficiency in the enforcement capacity should be considered 

among the most pressing issues in the regulatory bodies in Pakistan. 

Although Pakistan has acknowledged the significance of data 

protection, there are no specialised regulatory bodies that could 

oversee adherence to the regulations because they do not have 

sufficient resources and technical expertise to handle them (B. 

Saleem et al., 2024). This will provide a platform in which data 

breaches and privacy breaches are possible with little accountability, 

which will reduce consumer trust in online services (Asif et al., 

2025). The actual implementation of data protection in Pakistan 
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does not meet the international standards in many aspects (Rauf et 

al., 2025). 

Pakistan is developing at a fast pace, and the involvement of 

international businesses is on the rise. Since the IT exports of 

Pakistan exceed 3.2 billion annually and the e-commerce market is 

growing exponentially, the observation of international data 

protection policies has become an important issue for the economy, 

among matters of competitiveness. Absence of efficient data 

protection systems would present immense barriers to Pakistani 

businesses that aspire to join the EU markets, where GDPR is 

mandatory. 

Moreover, the technological peculiarities of Pakistan, the 

level of mobile penetration is high, the sphere of fintech is evolving, 

and the number of digital payment systems is growing, which argues 

that holistic systems of data protection are needed. The hinged 

comparison between the demands of GDPR and the currently 

available regulatory ability in Pakistan can lead to a preview of the 

realities of the process of accommodating internationally relevant 

demands in a developing economy. 

The biggest hurdle for Pakistan is to manage the demands of 

data protection and adapt to the swift transition towards a digital 

health environment, where few regulations exist, and the legal 

landscape is developing (Mehmood, 2025). The literature review 

will include a brief description of the challenges of cross-border data 

transfers, flaws in organisations and challenges of compliance with 

the GDPR in the Pakistani Digital economy. 

The literature reveals that a key gap in Pakistan’s digital 

economy lies in the disparity between Pakistan’s existing legal 

framework and the standards established under the GDPR. The 

existing data protection law in Pakistan does not include the 

principles of data subjects’ rights, consent, and accountability (A. 

B. Haque et al., 2021). Lack of legal clarity on the identity of the 

data controllers and processors, and the requirements as to public 

awareness regarding data breaches, creates great challenges to 

businesses operating in Pakistan (Mangi et al., 2025). Citizens are 

neither aware of the right to privacy nor of the collection, processing 
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and transfer of personal data, which is another problem in the 

enforcement of citizens’ rights (Malik et al., 2025). 

This also relates to the institutionalisation of the norms. A 

review of the regulatory framework in Pakistan shows that the data 

protection principles are mentioned in various places; however, 

there is no authority that has the capacity and skills to enforce such 

laws (Mushtaq et al., 2024). The lack of special bodies, technical 

facilities and human resources is one of the more dangerous issues 

that the effective enforcement faces (Faisal et al., 2024). This has 

led to some doubts around the monitoring and implementation of 

compliance with international requirements for safeguarding 

information, including cross-national flows in information, which 

are essential in digital trade (Kaya & Shahid, 2025; Yaseen, 2024). 

The recent changes in Pakistan, including the draft Personal 

Data Protection Bill and the establishment of the Personal Data 

Protection Office, provide the basis for this research. This research 

attempts to identify the gaps between the demands of GDPR 

compliance and the enforcement potential in Pakistan in terms of its 

regulatory and technical requirements. It will contribute to the 

understanding of how the data protection reforms can be considered 

as a part of the digital economy strategy in Pakistan that will 

stimulate consumer confidence, business competitiveness, and 

adherence to international standards, without disregarding the local 

economic realities and institutional capacity. 

 

Research Methodology 

 

This research is conducted using a systematic review 

technique. The rationale behind this method is the establishment of 

the research goals (Kraus et al., 2022; Paul et al., 2021; Snyder, 

2019) and the comprehensive literature review of the issue (Booth 

et al., 2016; Komba & Lwoga, 2020). By using this method, the 

study’s outcomes are classified by topic content (Hiver et al., 2024; 

Paré et al., 2015; Petticrew & Roberts, 2006). The information 

presented in the study is organised into headings (Howell, 2013; 

Pawson et al., 2005; Xiao & Watson, 2019). The analysis of the 

information so classified and titled produces a flow of the study 

(Page et al., 2021; Rahi, 2017). In this respect, the integrity of the 
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study is preserved by situating the research subject within its 

appropriate context. (Egger et al., 2022; Victor, 2008). Therefore, 

the relevant approach was selected, and the corresponding processes 

were observed. The relevant literature was interpreted to facilitate 

the synthesis and coding of information and data in accordance with 

the study's objectives. The coded data were analysed by grouping 

them into categories. This involved classifying and consolidating 

the data before organising it according to the level of association. 

The criteria of selection are listed. 

Relevance: The research which directly related to the 

questions of this study is included. 

Quality: The study included a specific quality of research 

data. The articles are mostly published in indexed and credible 

Scopus-based and Clarivate Analytics journals. 

Recency: This is the aspect that takes into account the date 

of a review, so that the information that is contained in the review is 

up to date. The larger portion of the research is published within the 

last three years. 

Sufficiency of Information: The past research should have 

had adequate information about the findings of interest to 

extrapolate the information into practical use in the research; this is 

what will happen in the present research as well. 

 

Emerging Legal Framework of GDPR and its 

Enforcement in Pakistan 

 

Concerns relating to data protection are relatively recent in 

Pakistan. However, the issues of privacy are not entirely unknown 

to the system. In the absence of a comprehensive framework on data 

protection and digital privacy, Pakistan primarily relied on the 

traditional criminal law system. Since these laws were not designed 

to address the issues relating to data processing, digital privacy and 

cybersecurity, this results in regulatory gaps in the country’s digital 

framework (Afzal, 2024). 
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Prevention of Electronic Crimes Act (PECA) 2016 was 

introduced as the first step towards Cyber Legislation, as it dealt 

with a far larger number of cases of cybercrime as compared to 

general data protection. The prime intent of Pakistan to take control 

of the digital space was its first attempt to do so, but it was not the 

country’s plan to protect its part in the digital space regarding 

privacy rights; it rather had an agenda of criminalisation (H. A. R. 

Saleem et al., 2025). The efforts to come up with more extensive 

frameworks (E. U. Haque et al., 2023) are being made due to the 

digitisation of the Pakistani economy and the growing demand for 

data protection by most countries. 

So far, Pakistan has not been successful in achieving the 

protection of data. In the absence of a comprehensive legal 

framework, data lacks adequate protection regarding ownership, 

control, and associated rights, creating significant challenges for 

both businesses and citizens (Isazade et al., 2025). The principles of 

GDPR have also been incorporated into the recent draft data 

protection laws, but once enacted, the laws will face implementation 

challenges due to deficient institutional capacity and political 

instability (Yaseen & Phattanasin, 2025). 

To understand and resolve these challenges, required to 

examine the theoretical foundations of GDPR through which 

Pakistan’s GDPR framework can be assessed. The theoretical 

background of GDPR standards has strong roots in the premises 

about privacy, data protection, and the freedom of a person that were 

formed in European legislation (Bentotahewa et al., 2022). 

Theoretical frameworks which are taken to be the core of data 

protection are privacy as a right of a human being, informational 

self-determination, and the principle of minimum data. The main 

theme of GDPR is that individuals have a right to manage their 

personal information and rights, such as access, correction, deletion, 

and data portability (A. B. Haque et al., 2021). 

The regulations are formulated based on seven principles, 

namely: lawfulness, fairness and transparency; limitation on 

purpose; limitation on data; accuracy; storage limitation; integrity, 

confidentiality, and accountability. These principles stipulate that 

the data controllers shall process personal data in a way that 
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complies with the law, the purpose for which they were collected, 

and appropriate security measures (Yaseen, 2024). The principle of 

accountability encourages organisations to demonstrate compliance 

through meeting the requirements of documentation, data protection 

impact assessment, and data protection officers (A. B. Haque et al., 

2021). 

The concepts of privacy by design and privacy by default are 

also included in the theoretical basis, as the protection of the data 

should be ensured by the organisations in the creation of their 

systems in the first place. The risk-based approach acknowledges 

that the degree of risk assumed when conducting data processing 

activities will not be equal and, therefore, will need equal protection 

(Bentotahewa et al., 2022). Such speculative opinions guide the 

enforcement mechanisms, including imposing heavy fines and 

mandatory notice of breach. Lastly, the theoretical base of GDPR 

introduces the required balance between the right to innovation and 

the right to individual privacy, and data protection is considered to 

be one of the primary rights and the regulatory adherence (A. B. 

Haque et al., 2021). 

These principles provide a benchmark from which 

Pakistan’s existing legal instruments can be evaluated. The legal 

framework of data protection in Pakistan continues to develop, and 

different regulations are currently being debated to address the 

problem of digital privacy and data security, yet none of the wide-

ranging laws comparable to the GDPR has been adopted (Jhokio et 

al., 2025). The dignity of an individual, as well as the privacy of the 

home, is guaranteed under Article 14 of the Constitution of Pakistan, 

which provides a constitutional foundation for the right to data 

protection, though it does not explicitly mention digital data. The 

Electronic Transactions Ordinance, 2002, is transforming 

electronically signed and electronically recorded documents, which 

are creating the electronic business and information protection 

provisions for the service providers (Rauf et al., 2025). 

The Personal Data Protection Bill is proposed legislation 

which stipulates complicated data protection provisions similar to 

GDPR (Jhokio et al., 2025). It offers the norms of data processing 

according to the legislation and the rights of individuals. The law 
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proposes the Personal Data Protection Office as the regulatory body. 

Moreover, the Prevention of Electronic Crimes Act, 2016, is 

concerned with cybercrimes, unauthorised access to information 

systems, and electronic fraud. Though the details of criminal cases 

receive precedence, it comprises provisions on unauthorised data 

leak and privacy invasion (H. A. R. Saleem et al., 2025). Similarly, 

the Telegraph Act of 1885 and the Pakistan Telecommunication 

(Re-organisation) Act of 1996 regulate telecommunication and 

provide a provision on confidentiality of subscriber information and 

legal interception. 

 

Barriers to GDPR Alignment and its 

Enforcement in Pakistan’s Digital Economy 

 

There is an insufficient adequacy determination by the EU 

Commission in the EU jurisdiction for Pakistani companies to 

transfer data, and the standard contractual terms, due to the 

complexities and high compliance costs, are required for businesses 

involved in international operations. 

Another challenge is that the Gaps in Awareness and 

Training of the requirements of the GDPR and best practices in the 

data protection field are not universal among businesses, and 

because of this, it is hard to secure data. It is hard to implement data 

protection officers or employees who have training on international 

privacy standards, since there are only a few organisations with such 

training. 

Similarly, the Lack of technical infrastructure is another 

concern. The majority of Pakistani firms, and particularly the SMEs 

(small and medium enterprises), lack the technical infrastructure to 

meet the requirements of the GDPR, including data encryption 

services, secure data storage services, and data breach detection 

services. This poses a problem for privacy. 

Moreover, Pakistan lacks a similar legislative data protection 

framework to the GDPR, and the absence of a law leaves businesses 

under the uncertainty of what rules they should comply with to meet 

international standards, and citizens without the protection of their 

privacy. 
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Another major challenge is the lack of resources, technical 

skills, and qualified staff members to apply the data protection 

standards to the regulatory authorities. The Office of Personal Data 

Protection has not been operationalised, and there is no particular 

organ that oversees such issues. 

Pathway to GDPR Compliance in Pakistan’s Digital Economy 

The Personal Data Protection Bill under consideration 

provides the opportunity to establish a comprehensive system of 

data protection based on the principles of the GDPR. The enactment 

of effective legislation would empower Pakistan in the international 

digital economy and facilitate the flow of data across borders. 

Local capacity may be built regarding data protection 

through investment in training regulators, lawyers, and businesses. 

Technical assistance and knowledge transfer may also be sought 

from international bodies and EU institutions. 

Moreover, the growing IT industry and state-level 

digitalisation, including the Digital Pakistan policy, show an 

opportunity in Pakistan to use privacy-enhancing designs and 

information security as the new models are being developed. 

Similarly, Pakistani IT firms may be a dependable partner to 

European firms in the export of IT, as well as their direct foreign 

investment, through their capability to adhere to GDPR. The 

certification schemes and compliance schemes can be used to 

differentiate Pakistani firms in the global markets. 

Public-Private Cooperation can also prove to be a significant 

step. The consensus on the data protection standard can be 

established by creating multi-stakeholder forums between the 

government, the industry associations, the civil societies, and the 

technology companies to establish collaborative enforcement 

mechanisms to support the international standards and the local 

situation. 
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Discussion 

A significant disparity exists between the requirements of 

the GDPR and Pakistan’s capacity to meet them, highlighting the 

broader challenges faced by developing economies in adapting to 

international data protection frameworks. Regulatory uncertainty 

exists because no legislation exists, in particular, the pending 

Personal Data Protection Bill, and this has had a disproportionate 

impact on SMEs, who have no resources to fund compliance 

infrastructure. This institutional loophole is further enhanced by the 

lack of technical capacity in the proposed regulatory agencies, like 

the Personal Data Protection Office, which is not functioning 

according to the legislative will. 

Compliance gaps not only concern legal frameworks but also 

structural issues, including insufficient cybersecurity infrastructure, 

privacy unawareness among businesses and citizens, and the 

absence of mechanisms for cross-border data transfer. The 

successful GDPR alignment process requires implementation 

strategies that emphasise phasing, massive investments in capacity 

building, and government-business partnerships. The instance of 

Pakistan will be a good example of how the drive of global 

standardisation may lead to a clash with the reality of local 

institutions, and that the solutions that are country-specific rather 

than wholesale regulatory transplantation are required. The 

following recommendations are made: 

• It is recommended that industry-specific compliance be 

developed in banking, medical, e-commerce, and 

telecommunications, with regard to industry-specific issues 

of data processing. 

• Dissemination of awareness about data ownership and 

corporate duty for creating a privacy mindset culture in the 

digital ecosystem in general is also an important 

requirement. 

• Explore leveraging EU data protection authorities and global 

privacy lobby groups to exchange information, offer 

technical guidance, and do capacity building. 
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• Introduce voluntary certification schemes, with the 

assistance of which companies will be able to demonstrate 

that they implement the GDPR-compliant practices that will 

make them competitive in the market, and their consumers 

will trust businesses that use their information. 

• Invest in national cybersecurity infrastructure, including, but 

not limited to, data breach response and capabilities, secure 

cloud services, and encryption technologies of any size. It is 

imperative to make sure that the Personal Data Protection 

Instructions follow the Personal Data Protection Bill that is 

heavily geared towards the GDPR requirements, along with 

all the provisions that discuss in detail the subject data rights, 

the controller's responsibilities, and the provision of liability. 

• Mainstream training on data protection officers and privacy 

specialists must be introduced. Offer data protection courses 

in law schools and information technology courses to 

produce expertise on a long-term basis. The office is 

operational at maximum capacity by making sure that it has 

the necessary finances, highly qualified staff, and power to 

ensure conformity and punish non-conformity. 

• There are technical support plans that can be prepared to 

provide technical and financial support to the SMEs to 

implement the data protection initiatives, including free or 

subsidised compliance software and expert advice. Work 

together with the European Commission to request the 

determination of adequacy to make data flows smoother 

with no issues, and become an even more attractive partner 

in the digital economy. 

Conclusion 

The digital economy in Pakistan has significant issues with 

pursuing GDPR compliance, relying on crucial gaps between the 

global demands and the locally available capacities to enforce the 

rules. Lack of approved comprehensive data protection laws, 

inadequate regulatory capacity, and technical competencies pose a 

lot of hurdles to business and provide insufficient protection to the 
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citizens. Although the draft Personal Data Protection Bill is a step 

in the right direction, the resources available to enforce it and the 

delays in its implementation are some of the challenges that prevent 

success. The inadequacy of technical infrastructure, especially 

amongst the SMEs, is another compliance challenge. Such 

loopholes not only limit Pakistan’s access to lucrative markets in the 

EU but also expose citizens to data privacy risks, which makes 

legislative intervention, capacity building, and strategic investment 

in the digital governance infrastructure urgent. 

These findings contain significant implications for policy 

regulation and the institutional development of GDPR in Pakistan. 

The research on GDPR standards and the digital economy of 

Pakistan has the following implications: 

Building a regulatory body which shows the areas requiring 

investment in regulatory infrastructure, expertise, and institutional 

structures to make it workable in enforcement. GDPR awareness 

will allow businesses to develop strategic approaches to comply 

with competition, which, in turn, will contribute to ontological 

accessibility to international markets and foreign investments. 

The findings can be utilised to revise the legislation on the 

Personal Data Protection Bill to ensure that the legislative 

provisions are based on realistic compliance challenges and 

enforcement abilities. The insight into the weaknesses in the 

technology can be applied to guide their investments in privacy-

enhancing technologies and safe data management systems by the 

public and the private sector. 

The outcomes of the study can be employed to initiate a 

dialogue with the EU institutions regarding the matter of adequacy 

establishment and the technical assistance programmes, and put 

Pakistan into an advantageous position in terms of cooperation with 

other nations in creating the digital economy. 
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The studies of the modern standards, such as GDPR, and the 

digital economy of Pakistan have a number of limitations. Firstly, 

the dynamism of the law of data protection in Pakistan, where the 

Personal Data Protection Bill is yet to be adopted, is what causes a 

certain sense of ambiguity in analysing the legislation and the 

requirements of the law. 

Secondly, no empirical research has been carried out on the 

actual practice of business compliance because not a great number 

of organisations publish their data protection standards and GDPR 

compliance initiatives. Third, the results of the research will be less 

transferable in the near future, and they should be continuously 

updated due to the speed of technological changes and the new 

nature of the types of businesses that may emerge. Furthermore, as 

the regulatory authority does not operate, there is virtually no 

information on the enforcement and case studies to practice. The 

digital economy in Pakistan is heterogeneous due to the fact that it 

is situated between the high-tech IT-based exporters and small 

informal e-businesses, and so it is hard to generalise findings across 

various industries. 

Finally, the credibility provided by the government in terms 

of regulation by imposing resources and their availability is not 

readily available in credible information due to limitations of 

transparency. Such limitations demand strict orientation of the 

results and that an individual realises that the regulatory landscape 

will transform radically the moment the legislation is implemented. 

Future Research Directions 

The additional development of the GDPR standards and the 

digital economy in Pakistan may be considered in relation to several 

main spheres, which should be addressed to resolve the current 

problems and improve compliance: 

• A close analysis of the data protection with other related 

developing economies that managed to tailor themselves 

to the GDPR guidelines, and what could be applied or 

learned. 
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• The economic analysis of the impact of GDPR 

compliance on Pakistani businesses, including the 

investment requirements, the cost of doing business, and 

the possible advantages of entering the market. 

 

• Assessment of the alternative types of enforcement 

models that may be engaged in the case of Pakistan, such 

as co-regulatory, self-regulation, or industry and public-

private partnerships, which can be employed to increase 

compliance with the outlined resource limits. 

 

• The investigation of the implementation issues and 

excellence in various industries, such as fintech, 

healthcare, e-commerce, and telecommunications, to 

come up with the industry-specific compliance models. 

 

• Comparison of how the privacy-enhancing technology is 

used in Pakistani business and the obstacles to the use of 

technical controls that the GDPR demands. 
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